Abstract-There are different techniques used by Machineto-machine (M2M) communications technologies to mitigate collision problem and data loss. One of these techniques is Frequency Hopping (FH), which is used by Weightless-N technology with a special random channel selection algorithm. In such a system, the probability of a message collision mainly depends on the randomisation algorithm used to access channels. This paper provides a novel randomisation algorithm for the channel selection process of the Weightless-N system. The new proposed algorithm is based on a uniform randomisation distribution and called a Uniform Randomisation Channel Selection Technique (URCST). This new algorithm provides a better system performance and lower probability of collision. In addition, it is faster and easier than the Mersenne Twister algorithm.
INTRODUCTION
The development of Machine-to-Machine communications systems has been increasing recently, especially considering that they have a wide range of applications in smart cities and the Internet of Things (IoT). However, with the massive number of connected devices in such applications, the problem of message collision becomes a vital factor that significantly affects the reliability and performance of the M2M systems [1] , [2] .
Most M2M technologies focus on reducing the complexity and cost of the terminal devices to achieve the low cost and low power consumption essential requirements of the modern M2M communications system [3] - [5] . Therefore, the majority of these technologies eliminate the synchronisation process and rely on the random channel access techniques. For instance, Dash7 and OnRamp use the random time slotted Aloha method [2] , [6] . Sigfox uses the Listen Before Talk (LBT) Adaptive Frequency Agility (AFA) technique while LoRa utilises the LBT technique with a random time access technique [7] . On the other hand, Weightless-N employs a frequency hopping technique with a random channel selection algorithm, which is based on the identification number (ID) and the internal timer of the terminal devices.
The next part of the paper will explain the characteristics of the Weightless-N technology and the standard channel selection algorithm that is used in Europe only. In Section-III, the paper clarifies the new channel selection algorithm (URCST) with a comparison to the Mersenne Twister method. In Section-IV, the paper explains the method used to evaluate and test the system for both the standard and the URCST algorithms. It also provides a comparison of the system performance with the standard algorithm, the URCST algorithm, and the MT algorithm in terms of the total number of lost messages.
II. WEIGHTLESS-N TECHNOLOGY
In April 2015, the Weightless Special Interest Group (SIG) published the final release of the Weightless-N standard version 1.0. The Weightless-N technology is a star M2M network system where all terminal devices communicate with a central base station. It is based on a uni-directional uplink-only system solution in which all terminals send messages to the central base station without synchronisation or acknowledgement [8] . With such system architecture, there is a high probability of collisions and lost messages. To mitigate the collision problem, Weightless-N proposes a special frequency hopping scheme that randomises the selected channel for each transmission.
The following sections explain the general characteristics of the Weightless-N technology and the frequency hopping algorithm.
A. General characteristics of Weightless-N
Weightless-N utilises the sub-GHz ISM band of 868 MHz in Europe with the differential binary phase shift keying (DBPSK) modulation scheme. Furthermore, Weightless-N divides this band into six wide bands, as shown in Table 1 [8] . Each base station will be associated with one of these six wide bands and can detect all transmissions within its range of frequency. On the other hand, terminal devices work on a narrow frequency band of 200 Hz called micro-channels. This offers a large number of narrowband channels that can be used by any terminal. Furthermore, Weightless-N divides each wideband into three sub-bands called macro-channels, each contains a number of micro-channels. For example, each macro-channel in the 0.6 MHz band contains 1000 channels. To increase the chance of receiving the message correctly, each terminal sends three identical copies of each message on different macro-channels and micro-channels using the frequency hopping regime, as shown in Fig. 1 . However, according to the Weightless-N standard, the total number of message copies can be increased up to 8 for applications requiring a high QoS. Each message sent from a terminal consists of 7 blocks as shown in Table 2 , where FCS represents a Frame-Check Sequence to indicate any error in the message. The base station will check the FCS and if any error occurs, the message will be neglected. Otherwise, the base station will check the timestamp, which is a count of minutes on the terminal's internal timer. Messages that have the same timestamp are assumed to be copies of the same message. Therefore, the maximum message rate of Weightless-N is one message per minute with a data rate of 100 bps [8] . 
B. Frequency hopping algorithm
The channel selection algorithm is based on the two least significant bytes of both the ID and the internal timer of the terminal counting in seconds. Assuming that the two least significant bytes of the ID is represented by 0xZZZZ and the two least significant bytes of the timer are 0xMMSS, the channel selection would be as follows [8] :
The first macro-channel M1, which will be used to send the first message copy, will be selected according to the formula:
The second and third hops will be selected according to the formula:
If the result of the second formula equals zero, then the lower remaining channel index will be chosen for the second hop. Otherwise, the highest index will be used.
2) Micro-channel selection:
Assuming that the total number of channels in each macro-channel is NC, the micro-channel's number (mc) for each hop will be given by the formulas:
For message copies that are more than three, the same procedure will be used to define the next hop. However, formulas 4 and 5 provide a high probability of selecting the same channel from different terminals at the same time. For example, the logical AND operation of number 1 with all even numbers gives 0, and gives 1 with all odd numbers. This rises the probability of selecting same channels in each macro-channel especially channel number 0, as shown in the channel histogram of the standard algorithm in Fig. 4 .
III. THE URCST ALGORITHM
The URCST algorithm employs the same macro-channel selection process used by the standard algorithm, which was described by formulas 1 and 2. The procedure will be repeated for any message copy larger than three. On the other hand, the micro-channel selection procedure utilises a random number generator that is based on a ring shift register of the internal timer of the terminal. For each hop, the micro-channel will be selected by shifting the timer 0xMMSS to the left by one bit and the most significant bit will be fed to the least significant bit of the register. The resulting number of the ring register will be XOR with the terminal's ID, as shown in Fig. 2 . This reduces the probability of selecting the same channel by different terminals at the same time and provides a better channel distribution in comparison with the standard algorithm.
If n represent the number of message copies, the microchannel number for the current hop can be obtained by the formula: Mod NC Micro-channel number Fig. 2 . URCST algorithm channel selection using the cyclic shift register. Fig. 3 gives the pseudocode for the URCST algorithm, which was implemented using the MATLAB software. 
IV. SYSTEM EVALUATION AND PERFORMANCE ANALYSIS
The evaluation of the system was implemented using the MATLAB software. it considers only the interference between devices that are connected to the same base station, assuming ideal channel and neglecting any other source of interference. The test employs the 0.6 MHz band with 3000 channels. To achieve more realistic results, the total number of devices were divided into four groups with different characteristics as follows:
• Group 1: represents 40% of the total number of devices and each device send a message randomly in the period of 1 -2 minutes. Each message payload was set to be 4 bytes. • Group 2: represents 20% of the total number of devices and each device send a message periodically each 1 minute. Each message payload was set to be 6 bytes.
• Group 3: represents 20% of the total number of devices and each device send a message randomly in the period of 2 -5 minutes. Each message payload was set to be 10 bytes.
• Group 4: represents 20% of the total number of devices and each device send a message periodically each 5 minutes. Each message payload was set to be 12 bytes.
The simulation was carried out for one hour assuming that all devices start working randomly within the first 10 minutes. The percentage of the lost messages shown on the graphs represent the total number of the lost messages from all devices for one hour.
The analysis shows a comparison between the standard algorithm and the URCST algorithm in terms of channel histogram and percentage of lost messages. In addition, the analysis shows the probability of collisions in the case of using the Mersenne Twister random number generator (MT19937) with the device's ID as a seed number to select a different random micro-channel on each hop. The results show a better system performance with lower collision probability using the URCST algorithm. It also provides almost the same system performance in comparison with the Twister algorithm. However, implementing Twister algorithm using microcontrollers has many disadvantages. First, the Twister algorithm requires a 32-bit microcontroller with a relatively high memory capacity. Second, the complexity of MT19937 is moderately high since a high number of iterations and two matrix multiplications are required to generate each random number. For instance, it requires (n×624) loops to transmit the n th message copy while the URCST algorithm needs only n loops. The complexity of the MT19937 algorithms can be expressed, according to the Big-O notation, as O(n×624), while the URCST algorithm complexity is O(n), where n=1,2,…8. Finally, MT19937 consumes much higher power which is one of the most important factors that restrict the use of this algorithm in M2M systems [9] - [12] . 
A. Channel histogram
The channel histogram represents the total number of sent messages on each micro-channel and the total number of lost messages on these channels. The analysis has been made with a total number of 4000 terminal devices and n = 3. The standard algorithm channel histogram shown in Fig.  4 shows that the channel request is crowded at the first part of each macro-channel. This gives a non-uniform channel distribution and increases the probability of collisions and leads to a high number of lost messages.
On the other hand, the URCST algorithm provides a much better uniform channel distribution among all microchannels as shown in Fig 5. This significantly reduces the probability of collision and the total number of lost messages. 
B. Variable number of message copies
Fig . 6 shows the percentage of the total number of lost messages for the standard algorithm, the URCST algorithm, and the MT19937 versus different number of message copies. Both the URCST algorithm and the MT19937 provide nearly the same percentage of lost messages that declines as the number of message copies increase. On the other hand, the standard algorithm provides the best performance at four message copies. Nevertheless, the percentage of lost messages rises for more than four message copies. 
C. Variable number of devices
As the number of connected devices increases, the probability of collision rises up. The analysis shows that the total number of lost messages rises exponentially as the number of devices increases. It also shows that as the number of devices increases the URCST algorithm provides better performance. Fig. 7 shows the percentage of lost messages versus a different number of devices for n = 3. 
V. CONCLUSION
As shown by the analysis of the system with three different algorithms, the URCST algorithm provides a better performance with a lower probability of collisions in comparison to the standard algorithm. Moreover, the URCST algorithm provides a better performance as the number of message copies increase while the standard algorithm provides the best performance at four message copies. This might be very useful for applications requiring a high QoS like security, fire alarms, heart disease monitoring, and Electronic Point of Sale (EPOS) [13] , [14] . On the other hand, the URCST algorithm can be implemented using a simple microcontroller with much less complexity, computational time, and power consumption in comparison to the MT19937 algorithm.
For future work, a mathematical model will be derived for the probability of collision using the URCST algorithm for the channel selection process in Weightless-N technology. Since the URCST provides a uniform distribution over all channels and over different time specifications, it is fairly acceptable to assume that the channel selection process is independent of the time domain. This can significantly reduce the modelling complexity due to the separation of time domain and frequency domain. In such a case, the final probability of collision can be obtained by using the probability rules for independent events.
In addition, the URCST algorithm could be implemented in other technologies that are based on hopping technique. For instant, EnOcean technology employs the time hopping mechanism over 40 time slots with three message copies that are called sub-telegrams. The URCST algorithm will be implemented for time slot selection for EnOcean technology and evaluate the system performance in terms of the probability of collision.
